RECORDS MANAGEMENT GUIDELINE 8
Electronic Records
The Solomon Islands Government has produced 25 Guidelines that set out the rules and procedures for Records Management in all Solomon Islands Government agencies. The other Guidelines available in this series are:

· Guideline 1: Solomon Islands Government Records Management Policy

· Guideline 2:  Introduction to Records Management for all Solomon Islands Government Officers

· Guideline 3:  Records Management Tools for all Solomon Islands Government Officers

· Guideline 4:  Requesting, Using and Returning Files

· Guideline 5:  Organising a Records Management Unit

· Guideline 6:  Choosing the Right Records Management Staff

· Guideline 7:  Performance Indicators for Records Management Units

· Guideline 9:  Creating a Record Plan

· Guideline 10:  File Registers

· Guideline 11:  Instructions for Records Management Staff for Creating New Files

· Guideline 12:  Instructions for Records Management staff for Issuing, Tracking and Returning Files

· Guideline 13:  Daily Procedures for Records Management Staff

· Guideline 14:  File Numbering and Titling systems

· Guideline 15:  Mail Handling

· Guideline 16:  Opening and Closing Volumes

· Guideline 17:  Access to Records by Government Officers

· Guideline 18:  Access to Records by the Public

· Guideline 19:  Proper Storage and Handling of Records

· Guideline 20:  Disaster Preparedness and Recovery

· Guideline 21:  Conducting a File Census

· Guideline 22:  Transferring Records to the National Archives

· Guideline 23:  Transferring Records to Secondary Storage

· Guideline 24:  Deciding Which Records Can Be Destroyed

· Guideline 25:  The Solomon Islands Government Administrative Record Plan
All Solomon Islands Government officers should be familiar with Guidelines 1, 2, 3 and 4.

Senior government staff are responsible for ensuring that the records of their agencies are being managed according to all of the guidelines. These staff should also be familiar with Guidelines 5, 6, 7 and 8.

Records Management or registry staff should have access to and be able to refer to all of the guidelines in order to carry out their day-to-day work.

What is a Record?
A record is evidence that something was said, decided or done. A record can be a letter, a minute or memorandum, an email, a note, a completed form, or anything else that shows what someone said or did in the course of government business.

Most organisations make their records into files, as a way of managing their records efficiently. A file is a collection of papers all concerned with one activity. Files should be kept in standard file covers, which keep all of the related papers together, protect them from damage, and make them easier to manage.

Paper versus Electronic Records

Paper records are much easier to manage and preserve than electronic records. Paper can survive a long time as long as it is handled reasonably well. As long as you protect it from water, fire and pests, paper doesn’t need to be managed in any special way to preserve it.

Electronic records are not so easily preserved. The format you save your records on, whether it is a computer hard drive, a computer tape, a floppy disc or a cd-rom, may only last a few years before it starts to break down, and the records on it become unusable. On top of this, computer software changes quickly, so when you put new software on your computer or buy a new computer, it may not be able to read the records from your old computer.

Electronic records cannot be accessed if the power goes out and you cannot use your computer. It can also be very easy to accidentally delete electronic records from a computer.

For all of these reasons, Solomon Islands Government agencies should keep their records in paper format wherever possible. This means printing documents – including emails – and filing them on the appropriate file in the records management unit.
What is an Electronic Recordkeeping System?

An electronic recordkeeping system is any computer system that can do all of the same things that a paper file system does to manage and protect records. This means that an electronic recordkeeping system must be able to:

· store records for a long time so that they are available when needed;

· track information about every time a person uses a record;

· stop people from making changes to documents in the system;

· keep related documents together so that people can see the whole context of a process or activity; 
· use a system of describing records so that people can find them when they need them; and

· make records available to everyone in the government who has a legitimate need to see them.
Shared drives and servers, personal hard drives and email folders are NOT electronic recordkeeping systems. They do not keep information about who used the records, they do not stop people from making changes, and if they are not properly managed they may not be able to preserve records for very long. 

Shared drives and servers can be very useful for helping people to share information and to copy information so that it can be re-used. They should not be used for keeping records. Records that have been kept on shared drives and servers should be printed and filed in a paper file. 
Managing Electronic Recordkeeping Systems

Even though there are lots of problems with keeping records electronically, there is no denying that electronic records can make some processes faster. Some government agencies, such as the Department of Lands, have specialised systems that keep their records electronically. In addition, some types of records, such as video and audio material, can’t be printed out and filed, and may need to be kept electronically. If your department really does need to keep some electronic records there are some very important things you should think about first.
Protecting against changes

Records need to accurately show what was decided, said or done. This means that they shouldn’t be changed once they are in the recordkeeping system. Electronic systems must make sure that records cannot be changed. If there needs to be new information in the system, there should be a new record created, and the old one also kept. Both versions need to be accessible so that it is possible to see what changes have been made.
If your electronic system cannot do this, it is NOT a recordkeeping system, and you should print and file your documents in a paper file. 

Tracking the use of records
Recordkeeping systems need to keep information about who used records and when. In a paper system this information is kept on file covers, in the file register, and in notes that people make on papers on the file. It is important to keep this information so that people reading the file can understand who made the decisions or took the actions that are documented on the file. 

Electronic systems must keep information about who has accessed records within the system, and it must also be possible to find this information easily when it is needed. If your electronic system cannot do this, it is NOT a recordkeeping system, and you should print and file your documents in a paper file.

Backing up systems

Electronic records can be easily lost if the computer they are on breaks down or is lost or stolen. If your department is keeping records on its computers it MUST have a back-up system so that records can be retrieved if something goes wrong. Your Ministry’s IT help desk can advise you on keeping back-ups of the information and records on computers. Back-up systems should be stored in a safe, secure place. They should never be stored in the same place as the original electronic records. 
Out-of-date systems

Computers and the software we use on them can get out of date very quickly. If you are buying a new computer or new software for your electronic records, you must make sure that all of your records are transferred to the new system. This can be quite a technical process, and you will probably need to help from information technology professionals. Changing documents from one system to another can sometimes make them unusable, or can change them so that they are no longer have all of the same information they used to have. As discussed earlier, it is extremely important to make sure that records cannot be changed. 

If you cannot move your electronic records from one system to another without changing them you will no longer have accurate records, and you should think about printing them and filing them in a paper file.
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