RECORDS MANAGEMENT GUIDELINE 19
Proper Storage and Handling of Records

The Solomon Islands Government has produced 25 Guidelines that set out the rules and procedures for Records Management in all Solomon Islands Government agencies. The other Guidelines available in this series are:

· Guideline 1: Solomon Islands Government Records Management Policy

· Guideline 2:  Introduction to Records Management for all Solomon Islands Government Officers

· Guideline 3:  Records Management Tools for all Solomon Islands Government Officers

· Guideline 4:  Requesting, Using and Returning Files

· Guideline 5:  Organising a Records Management Unit

· Guideline 6:  Choosing the Right Records Management Staff

· Guideline 7:  Performance Indicators for Records Management Units

· Guideline 8:  Electronic Records

· Guideline 9:  Creating a Record Plan

· Guideline 10:  File Registers

· Guideline 11:  Instructions for Records Management Staff for Creating New Files

· Guideline 12:  Instructions for Records Management staff for Issuing, Tracking and Returning Files

· Guideline 13:  Daily Procedures for Records Management Staff

· Guideline 14:  File Numbering and Titling systems

· Guideline 15:  Mail Handling

· Guideline 16:  Opening and Closing Volumes

· Guideline 17:  Access to Records by Government Officers

· Guideline 18:  Access to Records by the Public

· Guideline 20:  Disaster Preparedness and Recovery

· Guideline 21:  Conducting a File Census

· Guideline 22:  Transferring Records to the National Archives

· Guideline 23:  Transferring Records to Secondary Storage

· Guideline 24:  Deciding Which Records Can Be Destroyed

· Guideline 25:  The Solomon Islands Government Administrative Record Plan
All Solomon Islands Government officers should be familiar with Guidelines 1, 2, 3 and 4.

Senior government staff are responsible for ensuring that the records of their agencies are being managed according to all of the guidelines. These staff should also be familiar with Guidelines 5, 6, 7 and 8.

Records Management or registry staff should have access to and be able to refer to all of the guidelines in order to carry out their day-to-day work.

Introduction
Correct storage of files is important, both to keep the files secure and to preserve them for as long as they are needed. 

Some files may need to be kept for a very long time. Personnel files will probably need to kept for as long as the person is alive. Files about building ownership or maintenance might need to be kept for as long as the Government owns or is responsible for the building. Files relating to land ownership or management might need to be kept for ever. If files will be needed for a long time they need to be kept and handled carefully so that they will not be lost or damaged while they are still needed.

There are a number of factors you need to consider to make sure that your Ministry’s files are kept safely and securely. They are:

· secure storage and handling;

· environmental conditions and pest control;

· careful handling; 

· filing materials; and

· disaster preparedness and recovery.

Secure storage and handling

It is extremely important that all of the Ministry’s files are kept securely. This is so that records management staff know where the files are and can find them when they are needed, and so that only people who are allowed to see the files are able to access them. For more information on who can see government files, see Guideline 17 and Guideline 18.
One of the basic ways of keeping files secure is to make sure that access to the place where they are kept is restricted. Records Management Units or registries should have their own lockable space within the office which non-registry staff cannot enter. If this is not possible then files should be kept in locked filing cabinets, and only records management staff should have keys to these cabinets. Staff should not be able to retrieve or return files by themselves, but should always ask a records management officer to do this for them. Records management staff must never allow a file to leave the Records Management Unit without first updating the File Register. This is so that records management staff can keep proper track of where all of the files are. See Guideline 10 for more information on File Registers.
Some Ministries also have computer systems like email and databases that also have important government information in them. All staff who use computers should use passwords so that no one else – even other staff members – can access their computer. Never allow staff to share passwords. The more people who know a password the more likely it is that someone will give the password to someone who should not have it. It is also much more difficult to find out who has used the computer if someone has done something wrong. If you need more than one person to have access to a computer, talk to your information technology (IT) adviser about how you can set up the computer so that people can access it using different passwords. 

If too many people have access to the keys to the Records Management Unit or to the filing cabinets it can be difficult to keep track of who has removed files from storage. However, it is not usually a good idea to have too few people with access to these keys. If only one person has keys to the registry, and that person loses the keys or goes on holidays, then no one will be able to access the files. There should always be at least two people who have keys to the file storage area.

One system for managing file room access is by having a key register. In a key register system, all of the keys are kept in a secure, central place, such as the Permanent Secretary or Undersecretary’s office. When people want to use a key they must sign a register first and record which key they have taken, along with the date and time. When people have finished with the key they return it to the central place and sign the register to indicate when they brought the key back. A responsible person such as the Executive Personal Secretary, the Permanent Secretary or Undersecretary should witness each time a key is used or returned and the key register signed.

Classified Files

It is particularly important the confidential files are kept securely. Classified files are often kept in the Permanent Secretary’s office, but the Permanent Secretary may choose to have the files kept in the Records Management Unit. It is usually preferable that classified files be kept in the Records Management Unit, so that their movement can be tracked in the File Register. See Guideline 10 for more information on File Registers.
Classified files should never be kept in general office areas, and should certainly not be kept in areas that are accessed by members of the public. Wherever the Classified files are kept, they must be listed in the File List and there must be a card kept for them in the File Register. 

Some Records Management Units may prefer to use a register system for Classified files, similar to the one described above for keeping keys secure. In this system, staff would need to sign a register each time they take a Classified file from the filing cabinet or the records management area. The Executive Personal Secretary, the Permanent Secretary or a staff member from the Records Management Unit, depending on where the Classified files are kept, should observe this process. The register must include the details of the file being taken, the date and time it was taken, and the name of the person taking the file away. The person must also sign the register when they return the file. 

Environmental Conditions

There are a number of things that can damage files so that they may not be usable for as long as they are needed. These include:

· high temperatures;

· high humidity;

· strong light;

· water;

· fire; and

· pests.

Temperature and Humidity

High temperature and humidity can cause paper to break down so that eventually it fades, tears or rots. Mould can also grow on paper that is kept in very humid conditions, and this mould can be dangerous to people who breathe it in. If possible, records storage areas should be air-conditioned to keep the temperature and humidity low. If this is not possible, the area should have fans, so that the air in the room keeps moving and mould cannot settle on the papers and grow. If you have air-conditioning in your file storage area, make sure that it is running all the time and do not turn it off at night. Large changes in temperature and humidity caused by the air-conditioning turning on and off can also be damaging to records.

Light

Strong light can fade the ink on files and make them unreadable. It can also make the paper go brittle and crumble. Light is ok for short periods of course – staff do not have to read their files in the dark! If possible, choose a records storage area that does not have windows, or make sure that you have curtains on the windows so that light levels are kept fairly low while the records are in storage.

Water

Water can make the ink run on files, and can make folios stick together when they dry so that they cannot be separated. Wet paper is also very weak and tears easily, and mould grows very quickly in warm, wet files. It is important that records storage areas are kept dry. Try not to choose an area near toilets or kitchens as your records storage room, and inspect the storage area regularly for leaks. It is a good habit to make sure you check the file storage room each time it rains so that you can spot any leaks. Get even small leaks fixed quickly before they become major ones. Keeping all of your files in filing cabinets or on shelves can help to ensure that they are not sitting in water if you do have a leak. If the files are on shelves try to keep them in boxes. Even though the boxes might get wet if there is a leak, the records inside them have a better chance of staying dry. Never keep files stacked on the floor. See the section later in this Manual on disaster recovery for information on how to dry out wet files.
Fire

Fire is obviously very dangerous for files as well as for people. You should have all of the same fire protection in your file storage area as in the rest of the building. Smoke detectors, fire extinguishers and fire hoses should be installed and inspected regularly. If there is a fire in your records storage area, don’t be afraid to use water to put the fire out. Water is bad for records, but fire is much worse. Wet files can often be dried out and saved, but burned files are gone forever! See Guideline 20 for information on how to dry out wet files.
Handy Hint: Records management staff or Official Records Managers should keep a daily diary to keep track of all the small tasks that need to happen around the Records Management Unit. When you put new cockroach baits in the file room, find out when they are due to expire (usually in about three months) and make a note in the diary on a day a few days or a week before the baits are due to be replaced. This will remind you to order new baits before the old ones expire. Do the same thing each time you have your fire extinguisher checked. See Guideline 13 for more information on using a daily diary to keep track of the work of the RMU.

Pests

Pests such as rats, mice and silverfish can eat your records without you even knowing they are there. They are also not very nice to have around the office. Try to choose a storage area that is well sealed so that insects and rats can’t get in. If there are places these pests can enter, have them blocked up if you can. Keep rat and cockroach baits in the area to kill any pests that get in, and check and replace them regularly. Never let anyone take food or drink into the records storage area, as this can also attract pests.
Careful handling

If files are damaged the papers on them can come loose and get lost. It is important that all staff handle files carefully when they are using them so that they are not damaged or lost.

Staff should always have clean hands when they are using files. No one should ever eat, drink, smoke or chew betel nut when they are using files or in file storage areas. Getting food, drink and betel nut on the files can damage them, and can also attract insects and rodents that will do further damage. Smoking can also damage paper, and is a fire risk. 
Files need to be handled carefully so that papers aren’t torn and file covers stay intact. The main purpose of the file cover is to protect the papers inside. If the file cover is torn the papers inside will soon also become torn. Records management staff should inspect files when they are removed from and returned to the RMU. Any staff found to be damaging files through careless handling should be reminded of the importance of treating the files carefully. Permanent Secretaries should be prepared to take disciplinary action against anyone found to be deliberately damaging files.

If files do become damaged, records management staff should consider repairing them. This should only be done, however, if the damage is likely to cause papers on the files to be lost. Mending files with sticky tape can cause long-term damage to the file. As the sticky tape gets older it can leave marks on the papers, and may eventually dry out and fall off.

If a file cover is badly damaged it should be replaced. Copy the file number and title onto a new file cover, along with any other information such as volume numbers. Copy any uncleared entries from the movement ladder onto the new cover. Cut out the movement ladder portion of the old file cover, and place it in the new file cover as though it were the first page on a new file. Then place all the papers from the old cover into the new cover, making sure that they are kept in the same order. It is important to keep the entries on the old movement ladder, as they provide important information about who each folio was referred to and who acted on the file at what time. 

Damage to files often occurs when there are too many papers on a file and it becomes too bulky to handle carefully. If a file has more than 150 folios you should open a new volume. See Guideline 16 for information on opening new volumes.

If your Ministry uses electronic systems such as email and databases to keep some of its information, make sure that regular back-ups are made and that the back-up system is kept in a different place to your main computers. This way, if your computer is damaged you can still get the information you need from the backup system. Your IT adviser can help you to develop a system for creating and storing back-ups.
File Materials

The materials you use to make your files can have an effect on how long they last. Metal pins, staples and paperclips can rust in humid conditions and should be avoided where possible. Plastic coated paper clips are more expensive than normal metal paperclips, but are less likely to cause damage to the files.

Plastic covered folders and binders can give off gasses that will damage the papers on the file in time. Coloured plastics can also leave dye on the papers inside them if they get wet. Always use standard file covers for paper files. If you need to keep records in unusual formats, such as maps, plans, photographs or any other format you should get advice on the best way to store them. There is a list of contacts for further advice in Guideline 20.
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