RECORDS MANAGEMENT GUIDELINE 17
Access to Records by Government Officers

The Solomon Islands Government has produced 25 Guidelines that set out the rules and procedures for Records Management in all Solomon Islands Government agencies. The other Guidelines available in this series are:

· Guideline 1: Solomon Islands Government Records Management Policy

· Guideline 2:  Introduction to Records Management for all Solomon Islands Government Officers

· Guideline 3:  Records Management Tools for all Solomon Islands Government Officers

· Guideline 4:  Requesting, Using and Returning Files

· Guideline 5:  Organising a Records Management Unit

· Guideline 6:  Choosing the Right Records Management Staff

· Guideline 7:  Performance Indicators for Records Management Units

· Guideline 8:  Electronic Records

· Guideline 9:  Creating a Record Plan

· Guideline 10:  File Registers

· Guideline 11:  Instructions for Records Management Staff for Creating New Files

· Guideline 12:  Instructions for Records Management staff for Issuing, Tracking and Returning Files

· Guideline 13:  Daily Procedures for Records Management Staff

· Guideline 14:  File Numbering and Titling systems

· Guideline 15:  Mail Handling

· Guideline 16:  Opening and Closing Volumes

· Guideline 18:  Access to Records by the Public

· Guideline 19:  Proper Storage and Handling of Records

· Guideline 20:  Disaster Preparedness and Recovery

· Guideline 21:  Conducting a File Census

· Guideline 22:  Transferring Records to the National Archives

· Guideline 23:  Transferring Records to Secondary Storage

· Guideline 24:  Deciding Which Records Can Be Destroyed

· Guideline 25:  The Solomon Islands Government Administrative Record Plan
All Solomon Islands Government officers should be familiar with Guidelines 1, 2, 3 and 4.

Senior government staff are responsible for ensuring that the records of their agencies are being managed according to all of the guidelines. These staff should also be familiar with Guidelines 5, 6, 7 and 8.

Records Management or registry staff should have access to and be able to refer to all of the guidelines in order to carry out their day-to-day work.

Introduction
We keep information on files so that people can find it when they need to use it. Government officers use the information on files to help them make decisions, so that other people will know what actions they have taken, and so that we can remember what happened in the past. The information is there so that it can be used by others at another time, and for this reason it needs to be as freely available as possible.

There are times, however, when the government needs to restrict information, so that only certain people can see it. This could be to protect the privacy of the people the information is about, or to protect security or the interests of the government.

Access to Files by Government Officials
Any member of staff who needs a file to do their job should be able to access it, so that they can deliver government services efficiently and effectively. One way of making sure that everyone can access the files that they need is to store all of the files centrally in the Records Management Unit or registry. If all files are centrally stored, records management staff are able to keep track of the location of all of the office’s files, so that everyone will know where they are when they need them. Records management staff keep track of all of a department’s files using a File Register. See Guideline 10 for more information about File Registers.
If files are not kept in the Records Management Unit and tracked by records management staff, it may not be possible for officers to find them when they need them. For this reason, staff should never keep files on their desk or in their own drawers or filing cabinets when they are not using them. Instead, staff should return files to the Records Management Unit as soon as they have finished with them, so that other staff members can have access to the file when they need to. Staff can use the Bring Up or BU system to have files returned to them if they will need them at a later time. You can find out more about the Bring Up system in Guideline 12.
Restricting Access to  Files

Some types of information should be restricted so that not everyone in the office can have access to them. Some examples are personnel files about government staff, and Cabinet submissions. Permanent Secretaries should consult with the Official Records Manager on what categories of files need to be restricted. It is important that only very sensitive files are restrecited. Restricting files from general staff access makes them more difficult to manage, and can lead to problems if staff have trouble accessing the files they really do need for their work. 

Even if some types of files need to be restricted from general access, it is preferable to keep them in the Records Management Unit and to allow the records management staff to manage them. Often restricted files are some of the most important files in the office. The procedures that records management staff follow to take care of the office’s records are designed to make sure that files are handled properly and are not lost or damaged, and it is particularly important that proper procedures are followed for very important records like restricted files. 

If the Permanent Secretary or other organisation head believes that restricted files really cannot be kept in the Records Management Unit, they may need to be kept in a separate secure area. For small groups of restricted files it may be appropriate to keep them in the Permanent Secretary’s office. They should still be included in the Records Management Unit’s File Register. There is more information about File Registers in Guideline 10.
When deciding to restrict access to some types of files, the Permanent Secretary and the Official Records Manager will need to consider a number of issues.

· Who needs access to the files? It is usually helpful to create a list of officers, divisions or sections who are allowed to see restricted files.

· Where should the records be stored? It is usually best to keep the files in the Records Management Unit.

· How will you manage access to make sure that only the right people see restricted files? If the files are stored outside the Records Management Unit, someone else will need to make sure that the files are managed properly and all procedures are followed.

· What are the penalties for staff who try to access files they shouldn’t see?

The Solomon Islands Government has a classification system to make it easier to see which files should be restricted. Permanent Secretaries and Official Records Managers may choose to use the classification system to restrict access to some of their files.

Different coloured file covers are used to show whether a file is an unrestricted file or a classified file:

Yellow/Buff:
Open file (unrestricted)

Pink:

Staff-in-confidence (classified)

Red:

Secret (classified)

Green:
Top secret (classified – only kept by the Prime Minister and the Governor General)

Blue:

Personnel (classified)

Access by Other Government Bodies

Files should not leave the Ministry they belong to unless it is absolutely necessary. Sometimes a government body may need to see files that belong to another body. The Permanent Secretary should first consider whether it is appropriate to give the information to the requesting body. If the Permanent Secretary approves the request, the Records Management Unit should make a copy of the file to send outside the office. 

There are times when it is acceptable, or perhaps unavoidable, to send an original file to another agency instead of a copy. For example, the courts might insist on having an original file rather than a copy. If this is the case, records management staff should copy the whole file, including the file cover, and place all of these copies in a new file cover. Give the file the same name and number as the original file, and write the word ‘copy’ on the top of the file cover. Place the new copy on the shelf or in the filing cabinet in the place where the original copy belongs, and update the File Register Card for that file with a note stating which agency the file has been sent to and the date you are sending it. Then make a note in the Records Management Unit daily diary on a date in one month’s time that gives the number of the file and the name of the body it was sent to, so that staff can remind the organisation that has the file to return it.

If the copy of the file is used by staff within your Ministry while the original is outside the Ministry, make notes on the File Register Card as normal, and continue to put any new papers on the copied file.

Once the file has been returned from outside the Ministry there are a number of steps that records management staff must take.

· Check that all of the folios on the original file have been returned, by comparing it with the copied file. If a folio is missing, take its copy from the copied file, put it in the place it is missing from on the original file, and also place a note with the copied folio which says that says “Original folio [insert folio number] missing when file returned from [insert name of organisation] on [insert date]”.

· Check to see if the organisation which borrowed the file has placed any new folios on the file. If a new folio has been added, take it off the file and make a copy of it. Place the copy on the file in place of the original, and also place a note with the copied folio that says “Original folio [insert folio number] added to file by [insert name of organisation] and returned on [insert date]”. Then return the folios to the organisation that borrowed the file.

· Check the copy of the file that was kept by your Ministry to see if staff have added any new folios to the copied file while the original was on loan. If there are new folios, remove them from the copied file and put them on the original file in the same order that they were on the copied file.

· Check to see if there are any entries on the movement ladder for the copied version of the file. If there are, make a copy of the movement ladder, and place it on the top of the file, on top of any new folios you have already added.

· Update the File Register Card for the file, noting the date the file was returned from the other organisation.

· Destroy the copied version of the file. You might want to double-check that you have found any new folios before you do this! Make sure you destroy the file properly so that no one can read the information in it. Never just put files or copies of them in the garbage bin – make sure they are properly destroyed.

As you can see, the system for making sure that borrowed files are complete is very complicated and time-consuming. That is why it is much better to send a copy of the file rather than the original to another Ministry. For the same reason, it is usually better to request a copy of another Ministry’s file rather than to borrow the original from them. If you do need to borrow the original of another department’s files, there are some rules you should remember.

· Never remove folios from any file, especially a file that belongs to another Ministry. If you need to keep some of the documents from the other Ministry’s file, make copies and put them on a file that belongs to your own Ministry.

· Never add folios to another Ministry’s file. If your Ministry needs to keep documents about the matter it should create its own file, not use another Ministry’s file.

· Return the file to the Ministry promptly.

Transferring Files Permanently to Another Ministry

Sometimes you may need to send a file to another Ministry permanently. For example, if an officer of your Ministry goes to work in another government agency, you may choose to transfer their personnel file to the new department. If this is the case, make sure that you mark the file movement card with the date and the name of the Ministry you have transferred the file to, and move the card to the Archived Files Register. See Guideline 10 for more information on Archived Files Registers.
Another time which you may have to send files permanently to another Ministry is when the Government makes changes to its Ministries and one Ministry takes over the work of another Ministry. When this happens Records Management Staff will need to:
· Close all of the files that need to be sent to the new Ministry (see Guideline 16)

· Mark the File Register for each file that is to be sent to the new Ministry with the words ‘Transferred to [Name of Ministry]’ and the date; and

· Move the File Register cards for these files to the Archived File Register (see Guideline 22).

Of course, another time you may need to move files outside your Ministry is when you transfer them to the National Archives. See Guideline 22 for instructions on how to send files to the Archives.
Receiving Files Permanently from Another Ministry

If your Ministry is carrying out new kinds of work because it has taken over some of the responsibilities of another Ministry you will probably need to make a new Record Plan to cover the new responsibilities. See Guideline 9 for information on how to develop a Record Plan. It is a good idea to get a copy of the Record Plan from the Ministry that used to carry out the work. This will make it much easier to update your own Record Plan. You will also need to make up a File Index card for each of the new files.
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